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Abstract

Cybersecurity research has traditionally focused on technical vulnerabilities, malicious attacks, and organizational safeguards
to protect digital infrastructure. Although socio-technical perspectives have gained attention, everyday digital practices remain
insufficiently examined as sources of cybersecurity risk. Concurrently, social media platforms have normalized digitally
mediated intimacy, including public displays of affection (digital PDA), which embed emotionally salient and relational data
into platform-based information systems. These practices introduce exposure mechanisms that are not adequately captured by
conventional, technically bounded, and intent-based cybersecurity models. This article reframes cybersecurity risk by
conceptualizing digital PDA as a distinct form of behavioural and relational exposure. Through an integrative conceptual
synthesis of cybersecurity risk management, behavioural cybersecurity, and digital intimacy literature, the study demonstrates
that digital PDA differs fundamentally from general digital oversharing. Digital PDA is relationally embedded, emotionally
driven, cumulative over time, and amplified by platform affordances such as algorithmic recommendation, data persistence,
and content resurfacing. As a result, intimacy-driven disclosures generate exposure that extends beyond individual users and
evolves independently of the original act of sharing. The article develops conceptual frameworks that position digital PDA
across multiple cybersecurity risk domains, including human, procedural, platform, and governance risks. By foregrounding
relational exposure, this study advances behavioural cybersecurity beyond awareness and compliance-centric assumptions
and contributes to information systems research by clarifying how platform design and governance shape cybersecurity risk.
The findings provide a foundation for future empirical research and more context-sensitive cybersecurity and digital
governance strategies in social media—driven environments.
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1. Introduction

Cybersecurity research has traditionally focused on technical vulnerabilities, malicious attacks, and organizational
safeguards designed to protect digital infrastructures [1], [2]. As digital systems have become increasingly
interconnected, this focus has expanded to include socio-technical considerations such as human error, insider
threats, and governance failures [3], [4]. Despite this expansion, cybersecurity risk continues to be conceptualized
primarily through enterprise-centric and technically oriented lenses, leaving everyday digital practices
underexplored as sources of security vulnerability.

In parallel, social media platforms have transformed how individuals express intimacy, relationships, and
emotional attachment. Practices such as sharing a couple of photographs, affectionate captions, partner tagging,
and commemorative posts, commonly referred to as digital public displays of affection (PDA), have become
normalized features of online interaction [5], [6]. While these practices support identity expression and social
bonding, they also contribute to the accumulation of relational and contextual data within social media—based
information systems, potentially exposing users to profiling, inference, stalking, and other cybersecurity risks [7],
[8]. Existing cybersecurity frameworks remain limited in their ability to explain such risks. Although human
factors are increasingly acknowledged, behaviour is often framed as an awareness or compliance issue rather than
as a primary source of risk [9], [10]. This framing underestimates how emotionally driven and socially reinforced
practices shape exposure, overlooking the fact that many risky digital behaviours are relationally embedded rather
than the result of ignorance or negligence. Recent studies in behavioural cybersecurity and digital privacy further
highlight the limitations of rational-choice assumptions when emotional salience and social validation influence
disclosure decisions [11], [12].
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This article addresses this gap by reframing cybersecurity risk through the lens of digital intimacy and relational
exposure. Drawing on recent work in cybersecurity risk management and behavioural studies, the article
conceptualizes digital PDA as a distinct form of behavioural cybersecurity risk. Unlike general digital oversharing,
digital PDA is inherently relational, emotionally salient, cumulative over time, and amplified by platform
affordances embedded in social media platforms [13], [14]. These characteristics generate exposure mechanisms
that extend beyond individual users and challenge intent-based and technically bounded definitions of
cybersecurity risk. From an information systems perspective, this reframing highlights how platform features, data
persistence, and algorithmic visibility actively shape relational exposure and risk generation within social media-
based systems.

The objectives of this article are threefold. First, it critically examines the limitations of existing cybersecurity risk
perspectives in capturing risks arising from everyday digital intimacy practices. Second, it introduces relational
exposure as a key analytical concept for understanding how digital PDA translates into cybersecurity
vulnerabilities. Third, it proposes conceptual frameworks that position digital PDA within broader cybersecurity
risk domains, providing a foundation for future empirical research and policy development relevant to information
systems and technology research [15].

2. Research Methods

This study adopts a conceptual and integrative research design to reframe cybersecurity risk through the lenses of
digital intimacy and relational exposure. A conceptual approach is particularly suitable for advancing theory in
emerging research areas where existing models remain fragmented or insufficient to explain observed phenomena
[16], [17]. Rather than generating empirical data or conducting a systematic literature review, this study
synthesizes and reinterprets established research to develop new theoretical insights for information systems and
cybersecurity scholarship.

To enhance transparency and analytical clarity, the overall conceptual process adopted in this study is summarized
in Figure 1, which illustrates how distinct bodies of literature are integrated and translated into the conceptual
outputs discussed in Section 3.

‘ Cybersecurity ) Behavioural
O Risk Management = ¥ Cybersecunity & Privacy
Conceptual Synthesis

Reframing Cybersecurity Risk

Figure 1. Conceptual Research Design and Synthesis Process
2.1. Research Design

The study is grounded in a conceptual synthesis methodology, which integrates insights from multiple literature
streams to construct novel theoretical explanations [16]. This approach is widely used in information systems
research to extend existing theories, challenge dominant assumptions, and clarify under-theorized phenomena [17]
[10]. In the context of this study, conceptual synthesis enables the systematic integration of cybersecurity risk
management with behavioural and socio-technical perspectives, moving beyond descriptive reviews toward theory
development.

As depicted in Figure 1, the research design positions conceptual synthesis as an interpretive bridge between
established literature domains and the proposed reframing of cybersecurity risk.

2.2. Sources of Literature

The conceptual synthesis draws on three interrelated bodies of literature. First, research on cybersecurity risk
management and digital transformation provides the dominant framing of cybersecurity risk, emphasizing
technical controls, governance mechanisms, and organizational safeguards [18], [19]. Second, studies in
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behavioural cybersecurity and digital privacy contribute insights into user behaviour, emotional decision-making,
and non-malicious risk exposure in digital environments [20], [21]. Third, literature on digital intimacy and online
self-disclosure contextualizes how relational and emotionally mediated practices operate within social media—
based information systems [22], [23].

Rather than seeking exhaustive coverage, literature selection was guided by theoretical relevance and conceptual
contribution, consistent with best practices for integrative conceptual research [17]. These literature streams and
their points of convergence are visually summarized in Figure 1.

2.3. Analytical Approach

The analysis followed a structured conceptual process involving thematic abstraction and cross-domain mapping
[16]. Key concepts related to cybersecurity risk, human behaviour, and digital intimacy were identified across the
selected literature and examined comparatively to surface recurring patterns and conceptual gaps. These concepts
were then reorganized to articulate how emotionally mediated and relationally embedded practices generate
cybersecurity exposure beyond conventional technical or individual-centric explanations.

The analytical dimensions and conceptual categories guiding this synthesis are summarized in Table 1, which
functions as the methodological scaffold for the study. Table 1 outlines how insights from cybersecurity risk
management, behavioural cybersecurity, and digital intimacy literature were abstracted and aligned to support
subsequent conceptual development.

Table 1. Analytical Dimensions and Conceptual Categories Guiding the Synthesis

Key Finding Description Theoretical Implication

Technical bias in cybersecurity risk ~ Existing frameworks prioritize technical Limits the explanatory power of

models vulnerabilities and organizational controls cybersecurity theory in social media
while marginalizing everyday digital practices  contexts

Behaviour as a distributed risk Risk emerges not only from individual actions  Challenges individual-centric

source but from relational and socially embedded assumptions in behavioural
behaviours cybersecurity

Relational exposure as a distinct Exposure is produced through shared Extends behavioural cybersecurity

mechanism identities, mutual tagging, and cumulative beyond awareness and compliance
relational traces

Digital PDA as non-malicious yet Emotionally driven intimacy practices Calls for reframing intent-based

exploitable behaviour generate persistent and inferable data definitions of cybersecurity risk

Platform affordances amplify Algorithmic amplification and content Highlights the active role of

exposure persistence intensify relational risks information systems in risk generation

As illustrated in Figure 1, this analytical process progresses from literature abstraction to conceptual integration,
yielding the core analytical outputs. Specifically, the characteristics of digital PDA are consolidated in Table 2,
the cross-domain positioning of associated risks is mapped in Table 3, and these relationships are visually
integrated in Figures 2 and 3 within the Results and Discussion section.

2.4 Scope and Limitations

As a conceptual study, this article does not empirically test the proposed frameworks. Its primary contribution lies
in theoretical reframing and synthesis, which prior research identifies as a necessary foundation for subsequent
empirical investigation in emerging research areas [16], [21]. The analysis focuses on public-facing digital
intimacy practices on mainstream social media platforms, leaving private or encrypted communication contexts
for future research

3. Results and Discussions

The results of the research follow a logical sequence to form a story. The contents show facts/data. Can use Tables
and Numbers, but do not repeat the same data in pictures, tables, and text. To further clarify the description, can
use subtitles. Discussion is the basic explanation, relationship and generalization shown by the results. The
description answers a research question. If there are any dubious results, then show them objectively.

3.1. Limitations of Existing Cybersecurity Risk Perspectives

Prevailing cybersecurity risk models remain predominantly technical and organization-centric, emphasizing
system vulnerabilities, compliance mechanisms, and formal governance structures. Although socio-technical
perspectives have received increasing attention, everyday digital practices remain marginally addressed as primary
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sources of cybersecurity risk [3]. As a result, existing frameworks struggle to account for risks that emerge outside
formal organizational settings, particularly those embedded in routine social media use.

This limitation is especially pronounced in information systems contexts where platforms are designed to facilitate
social interaction rather than security-critical tasks. Consequently, benign and normalized behaviours such as
sharing personal milestones or relational content remain largely invisible within conventional risk assessments,
despite their capacity to generate persistent and exploitable exposure [23], [24].

Taken together, these constraints reveal a conceptual gap in prevailing cybersecurity perspectives: risk is primarily
assessed in terms of technical failure or policy non-compliance, while socially embedded and emotionally
mediated practices receive limited analytical attention. Addressing this gap requires expanding cybersecurity risk
models beyond enterprise boundaries to incorporate how everyday interactions within social media—based
information systems contribute to cumulative exposure.

3.2. Behavioural and Relational Exposure as Emerging Cybersecurity Risks

Recent advances in behavioural cybersecurity research increasingly acknowledge human behaviour as a critical
component of cybersecurity risk, particularly in relation to non-malicious actions such as oversharing, tagging,
and routine disclosure on digital platforms [10], [20]. However, much of this literature continues to conceptualize
behaviour primarily at the level of individual decision-making, emphasizing awareness, compliance, and rational
risk assessment. While valuable, this framing remains limited in its ability to explain mechanisms of socially
embedded, emotionally mediated exposure. A key limitation of individual-centric perspectives is their tendency
to treat risk as the outcome of discrete user actions, detached from broader relational and contextual dynamics. In
contrast, emerging studies in digital privacy and social media research suggest that exposure often arises through
relational disclosure, in which information about one individual simultaneously reveals others within a social or
intimate network [25]. Such exposure is not necessarily intentional, nor is it fully under the control of a single
user, as it unfolds through repeated interactions, shared visibility, and networked data traces.

Within this context, relational exposure represents an important extension of behavioural cybersecurity thinking.
Rather than framing risk solely as a failure of individual judgment, relational exposure highlights how
cybersecurity vulnerabilities can emerge from socially reinforced practices and emotionally salient interactions.
Studies indicate that emotionally charged contexts, such as expressions of intimacy or affiliation, can weaken
privacy calculus and increase tolerance toward potential risk, even among users who are otherwise security-aware
[26]. Importantly, relational exposure is often amplified by platform affordances that shape how content circulates,
persists, and is recombined over time. Algorithmic recommendation, content resurfacing, and cross-context
visibility extend the lifespan and audience of relational disclosures, transforming ephemeral expressions into
durable data points that may be exploited for profiling, inference, or social engineering [27]. From an information
systems perspective, this underscores that cybersecurity risk is not solely a function of user intent but a product of
the interaction among behaviour, relational context, and system design.

Taken together, these insights suggest that behavioural cybersecurity must move beyond awareness-based and
individualistic models toward approaches that account for relational, emotional, and platform-mediated
dimensions of exposure. Recognizing relational exposure as a distinct risk mechanism provides a necessary
conceptual bridge between everyday digital practices and broader cybersecurity risk frameworks, laying the
foundation for the analysis of digital PDA as a specific, under-theorized form of behavioural cybersecurity risk.

3.3 Digital Public Displays of Affection as a Distinct Cybersecurity Risk Phenomenon

The synthesis presented in this study identifies digital public displays of affection (PDA) as a distinct and under-
theorized form of behavioural cybersecurity risk, differentiated from generic digital oversharing by its relational,
emotional, and cumulative characteristics. As summarized in Table 2, digital PDA encompasses practices such as
sharing a couple of photographs, affectionate captions, partner tagging, and commemorative posts, all of which
embed relational signals and contextual cues that extend beyond individual self-disclosure.

Unlike transactional or informational disclosure, digital PDA is characterized by emotional salience and relational
dependency, which shape how users perceive and manage risk. As indicated in Table 2, the motivation underlying
digital PDA is often social affirmation and relational visibility rather than information exchange. This distinction
is critical, as emotionally motivated disclosure has been shown to weaken privacy calculus and increase tolerance
toward potential security risks, even when users are aware of general threats [26].

Table 2 further highlights the cumulative and persistent nature of digital PDA exposure. Relational content is rarely
isolated; instead, it accumulates over time through repeated postings, anniversaries, and shared interactions. When
combined with platform affordances such as algorithmic resurfacing, memory features, and recommendation
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systems, these practices generate durable relational data traces that can be aggregated and inferred across contexts
[23], [24].

Importantly, as shown in Table 2, digital PDA involves shared and distributed exposure, in which the disclosure
of one individual simultaneously reveals information about partners, routines, social networks, and emotional ties.
This relational spillover distinguishes digital PDA from individual-centric oversharing and reinforces the argument
that associated cybersecurity risks are not fully controllable by single users. Instead, exposure emerges from
interconnected identities and platform-mediated visibility.

Taken together, the characteristics summarized in Table 2 position digital PDA as a form of non-malicious but
exploitable behaviour, where intimate relational practices become potential attack surfaces without malicious
intent. This conceptualization provides a necessary bridge between behavioural cybersecurity research and socio-
technical analyses of digital intimacy, and it sets the foundation for the cross-domain risk mapping developed in
Table 3 and visualized in Figure 3.

Table 2. Conceptual Characteristics of Digital PDA-Driven Cybersecurity Risk

Dimension Digital PDA Characteristics Cybersecurity Relevance

Emotional salience Content driven by affection, attachment, and emotional ~ Weakens privacy calculus and increases risk
expression tolerance

Relational Disclosure involves multiple individuals and shared  Extends risk beyond a single user

dependency identities

Temporal Content persists and accumulates over time Enables longitudinal profiling and inference

accumulation

Audience ambiguity Unclear or shifting visibility of content Increases unintended exposure

Platform mediation Algorithms amplify, recommend, and resurface Transforms benign behaviour into systemic
content risk

Taken together, these mechanisms render digital PDA non-malicious yet systematically exploitable, highlighting
the limitations of intent-based and awareness-centric cybersecurity models. From a behavioural cybersecurity
perspective, digital PDA exemplifies how emotionally mediated and socially reinforced practices can function as
a latent attack surface, even in the absence of negligence or malicious intent.

3.4 Reframing Cybersecurity Risk through Digital Intimacy

Building on the characteristics summarized in Table 2, this study reframes cybersecurity risk by foregrounding
digital intimacy as a core driver of exposure rather than a peripheral social practice. The table demonstrates that
digital PDA is emotionally salient, relationally embedded, cumulative over time, and amplified by platform
affordance properties that are insufficiently captured by conventional, intent-based risk models. These properties
necessitate a shift from viewing risk as an outcome of isolated user actions toward understanding it as a socio-
technical process shaped by affect, relationships, and system design.

Figure 2 operationalizes this reframing by visualizing how intimacy-driven practices translate into relational
exposure through mediating mechanisms such as audience ambiguity, temporal persistence, and algorithmic
amplification. Rather than implying linear causality, the figure depicts cybersecurity risk as an emergent outcome
arising from the interaction of emotionally motivated behaviour and platform-level affordances. This aligns with
evidence that emotionally charged contexts weaken the privacy calculus and recalibrate risk tolerance, even among
users with general security awareness.

Digital Intimacy ‘ | Relational Exposure Cybersecurity Risk Security & Privacy |
‘ Practices Mo hanisms Pathways Outcomes ‘
¢ Digtal POA ‘ * Audence Ambiguty * Sockl Ingneering & Profiing * Lows of Privacy
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Figure 2. Reframing Cybersecurity Risk through Digital Intimacy and Relationship Exposure

From an information systems perspective, this reframing clarifies why traditional awareness-centric and
compliance-oriented interventions struggle to address risks associated with digital PDA. As relational disclosures
accumulate and circulate across system features such as memories, recommendations, and cross-context visibility,
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exposure becomes decoupled from the original act of sharing and increasingly shaped by infrastructural mediation.
Consequently, cybersecurity risk cannot be adequately explained without accounting for the co-production of
exposure by users and platforms.

By integrating the empirical characteristics in Table 2 with the conceptual structure in Figure X, this study
positions digital intimacy as a foundational lens for understanding contemporary cybersecurity risk. This reframing
extends behavioural cybersecurity beyond individual cognition and toward a relational, affective, and platform-
mediated account of exposure, providing a coherent bridge to the cross-domain risk positioning developed in Table
3 and discussed in Section 3.

This reframing also resonates with recent organizational control research in information systems, which
conceptualizes control not as a static structure but as an emergent and relational practice enacted through everyday
activities and system affordances. Such studies demonstrate that digitally mediated risks and controls often arise
from fragmented interactions across actors, processes, and technologies rather than from centralized design alone
[28], [29]. Viewed through this lens, cybersecurity risk associated with digital intimacy can be understood as a
similarly emergent outcome of relational behaviour and platform-mediated enactment.

3.5 Cross-Domain Nature of Digital PDA Risks

The findings of this study indicate that cybersecurity risks associated with digital public displays of affection
(PDA) cannot be attributed to a single source or actor. Instead, digital PDA is best understood as a cross-domain,
emergent risk phenomenon arising from the interaction of human behaviour, procedural gaps, platform-level
affordances, and governance arrangements. As summarized in Table 3 and visually articulated in Figure 3, digital
PDA is positioned at the intersection of multiple cybersecurity risk domains rather than along a linear or
deterministic risk pathway

Table 3. Mapping Digital PDA to Cybersecurity Risk Domains

Risk Domain Manifestation of Digital PDA Risk Example Exposure Mechanism

Human risk Emotionally driven disclosure and reduced risk ~ Oversharing intimate moments despite
awareness known risks

Procedural risk Lack of policies addressing relational data Absence of guidelines for couple-based or
exposure relational content

Platform / third-party ~ Algorithmic amplification and data reuse Content resurfacing via “memories” or

risk recommendations

Governance risk Fragmented responsibility between users and Unclear accountability for relational
platforms exposure

Privacy & security Blurring of privacy loss and security threat Stalking, social engineering, or inference

overlap attacks

From a human risk perspective, emotionally driven disclosure and relational attachment reduce the salience of risk
awareness, increasing the likelihood of intimate oversharing even when users possess general knowledge of
privacy and security threats. Procedurally, the absence of intimacy-specific policies and the lack of mechanisms
to account for relational context create institutional blind spots, leaving digital PDA largely unaddressed. At the
platform or third-party level, algorithmic amplification, data persistence, and content resurfacing transform
relational disclosures into durable and inferable data traces, thereby extending exposure beyond the original
moment of sharing [23].

Importantly, Figure 3 does not depict a direct causal link between digital PDA and security threats. Instead, the
privacy—security overlap is conceptualized as a conditional zone of escalation, in which relational exposure may
escalate into security risks such as stalking, social engineering, or inference attacks. This positioning reflects the
argument that cybersecurity risks associated with digital intimacy are mediated, cumulative, and context-
dependent, rather than inherent consequences of individual behaviour. Risk emerges through the convergence of
multiple domains over time, not through a single act of disclosure.

This cross-domain framing challenges user-centric and technically bounded approaches to cybersecurity risk
management. It underscores the limitations of interventions that focus exclusively on awareness, compliance, or
technical safeguards, while neglecting the relational and systemic conditions that enable risk escalation. By
conceptualizing digital PDA as an emergent outcome of interacting risk domains, this study reinforces the need
for integrated governance strategies that distribute responsibility across users, platforms, and institutional actors,
rather than assigning blame to individual users alone [30].
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Taken together, the positioning of digital PDA in Figure 3 reinforces the idea that cybersecurity risk does not stem
from intimate disclosure per se, but rather emerges from the interaction of emotional behaviour, procedural blind
spots, and platform-mediated data persistence. This emergent and cross-domain nature of risk underscores the need
to move beyond user-centric security models toward governance approaches that recognize relational exposure as
a structurally mediated cybersecurity concern [31].

3.6 Future Research Direction

This study opens several promising avenues for future research to extend and empirically validate the conceptual
insights developed in this article. First, future studies should undertake empirical investigations of digital public
displays of affection (PDA) to examine how intimacy-driven disclosure translates into measurable cybersecurity
outcomes. Survey-based and experimental designs could assess the relationship between emotional salience,
relational context, and users’ tolerance toward privacy and security risks, building on prior work in behavioural
cybersecurity and privacy calculus. Second, future research should explore mechanisms of platform-mediated
exposure using log data, trace analysis, or mixed-methods approaches. Such studies could investigate how
algorithmic amplification, content persistence, and resurfacing features (e.g., memories and recommendations)
contribute to the cumulative and distributed nature of relational exposure identified in Table 2 and Figure 3. This
direction would enable a more precise understanding of how information systems actively shape cybersecurity risk
beyond user intent. Third, comparative and contextual analyses represent an important research direction. Cross-
platform studies could examine how differences in design, governance models, and default visibility settings
influence intimacy-driven risk, while cross-cultural research may reveal how social norms surrounding intimacy
and disclosure moderate relational exposure. Such perspectives would help assess the generalizability of the cross-
domain risk positioning outlined in Table 3 across different socio-technical contexts. Finally, future research
should investigate the governance and regulatory implications of digital intimacy-driven cybersecurity risk. This
includes examining how data protection regulations, platform accountability frameworks, and organizational
cybersecurity policies address or overlook relationship-based disclosure and emotionally mediated exposure.
Integrating legal, ethical, and technical perspectives may support the development of more holistic governance
models that reflect the emergent and relational nature of cybersecurity risk highlighted in this study.

4, Conclusion

This study reframes cybersecurity risk by demonstrating that everyday digital intimacy practices, particularly
public displays of affection on social media, constitute a distinct form of behavioural and relational exposure.
Through a conceptual synthesis of cybersecurity and behavioural literature, the article shows that digital PDA
represents non-malicious yet exploitable behaviour that falls outside the explanatory scope of traditional,
technically oriented risk models. Digital PDA differs from general oversharing due to its relational nature,
emotional salience, cumulative exposure, and platform-level amplification, all of which intensify cybersecurity
risks over time. The proposed frameworks illustrate how intimacy-driven practices translate into security and
privacy vulnerabilities and position digital PDA at the intersection of human, procedural, and platform-related risk
domains. This cross-domain positioning highlights the limitations of awareness-based interventions and isolated
technical controls. By extending cybersecurity analysis to include relational and emotionally mediated practices,
this study contributes a more context-sensitive and human-centred understanding of digital risk. While conceptual,
the article provides a foundation for future empirical research and policy development to address behavioural and
relational cybersecurity risks in contemporary digital environments.
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